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About SAI Global

. SAIl Global is an applied information services company that helps organizations
manage risk, achieve compliance and drive business improvement through good
corporate governance.

. Member of the ASX 200 (ASX:SAI)
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The biggest Risk - People

1. Hardware

2. Software 3. Policy
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Why information security awareness and training?

Demonstrate compliance

*  Protect company information asset
« Improve security awareness

«  Change mindset

e Support 27001

«  Equip Staff with the efficient skills on their job and do their job
faster

« Have an output that is high in quantity and quality.
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% =7 \Ic]Ne =7\l The need to secure information and protect privacy

Rachel's shock

Rachel is shocked by what happens next.

Hello, this is a security call from your
bank. We've had a request to change the
registered address for your account. Can
you please confirm that you asked for
this?

What? No, | haven't
changed my address?

Oh! Well whoever did request it knew
your memorable information. Your
mother's maiden name | believe...
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Our philosophy is, therefore, to use instructional tools and techniques that will move learners
around an awareness cycle from the point at which they are merely aware of policy
requirements to the point where they are committed to act upon them.

Awareness
(I know it exists)

Understanding
(I know what it is)

Development
('l help enhance it)

Compliance
Awareness

Communication Gyeis (I kn\(/:,\l,u:hy it
(Il promote it) is worthwhile)

Commitment Ownership
(I'll do it) (I like it)

¥ SAIGLOBAL



Modules

Module 1 (OVERVIEW):
The need to secure information and protect privacy

(10 mins)
4 ) )
Module 2 (OVERVIEW): Module 3 (OVERVIEW):
Securing our information and systems Protecting our privacy
(20 mins) (10 mins)

. J J
a B s B s B ™\
Module 4 (CONTENT): Module 5 (CONTENT): Module 17 (CONTENT): Module 18 (CONTENT):

Security around the office Using post, courier and fax Collecting personal information Using and disclosing personal
(5 mins) (5 mins) (5 mins) information
N\ J N\ J N\ J (5 mins)
a ) e ™ s ) J
Module 6 (CONTENT): Module 7 (CONTENT): Module 19 (CONTENT): N
Meetings and conversations Protecting your work computer Access requests and updating Module 20 (CONTENT):
(5 mins) (5 mins) (5 mins) Cross-border transfers
\_ J N\ J \~ ~ (5 mins)
4 N\ ( N\ ( N\ Y,
Module 8 (CONTENT): Module 9 (CONTENT): Module 21 (CONTENT):
Using email Using the internet at work Employee personal information
(5 mins) (5 mins) (5 mins)
& J \ J \ J
a B s B
Module 10 (CONTENT): Module 11 (CONTENT):
Social networking On the road
(5 mins) (5 mins)
N\ J N\ J
( ) s ™
Module 12 (CONTENT): Module 13 (CONTENT):
Working from home Transferring electronic information
(5 mins) (5 mins)
N\ J _ J
( N e N
Module 14 (CONTENT): Module 15 (CONTENT):
Social engineering Network security
L (5 mins) y, L (5 mins) y,
4 N
Module 16 (CONTENT):
Attacks on our systems
(5 mins)
N\ J
-
Knowledge Check
(20 mins)
-
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Potential configurations

Privacy and Information Security (OVERVIEW):

(30 mins)
~
Module 1 (OVERVIEW):
The need to secure information
and protect privacy
(10 mins)

o J
( N
Module 2 (OVERVIEW):

Securing our information
and systems
(10 mins)

o J
4 N
Module 3 (OVERVIEW):
Protecting our privacy
(10 mins)

& J

Information Security in the office:

(45 mins)

Privacy/Data Protection:

(45 mins)

Welcome to

Securing Information and P

Choose your language preference for the course:

O conirie >

Choose Language

3 Choose Language

| English
Indonesian

| Tiéng Vit

| me'lng

| B =0

| BFE

| s (EE)
3 (E)

Ve
Module 1 (OVERVIEW):
The need to secure information and
protect privacy
(10 mins)

o J
( N
Module 2 (OVERVIEW):

Securing our information
and systems
(10 mins)

o J
( N
Module 4 (CONTENT):

Security around the office
(5 mins)

& J
( )
Module 7 (CONTENT):
Protecting your work computer
(5 mins)

& J
( N
Module 8 (CONTENT):

Using email
L (5 mins) )
4 N
Module 9 (CONTENT):

Using the internet at work
(5 mins)

& J

Module 1 (OVERVIEW):

The need to secure information and

protect privacy

(10 mins)
o
-
Module 3 (OVERVIEW):
Protecting our privacy
(10 mins)
&
-
Module 4 (CONTENT):
Security around the office
L (5 mins)

Module 17 (CONTENT):
Collecting personal information

5 mins
L (5 mins)
Vs
Module 18 (CONTENT):
Using and disclosing personal
information
L (5 mins)
-
Module 19 (CONTENT):
Access requests and updating
L (5 mins)

Knowledge Check
(5 mins)

Knowledge Check
(5 mins)
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Customisation Scope

Library Standard Customization Extended Customization

LIBRAND CO

Working

Together:
Promoting
Mutual Respect
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;lftual Respect
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Looking Ahead
Measurement and Evaluation

= Attitudes - how employees feel about
compliance, whether it seems
important and their disposition to act

= Knowledge — understanding of
Enhanced compliance issues and requirements

Compliance = Behaviour - key to compliance and is
a result of employees putting their
attitudes and knowledge into practice.

Effective compliance training addresses all three elements
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Control the biggest Risk
i e

—3 _ _ :

‘w3 E-Learning Benefits Record of Achievement

A\ presented ky

-9

;‘_ 9 - Record Keeping SAl Global Compliance Division

_3 - Canreport Greg Newlove

- Certification Achieved a score of 18 out of 20 on the subject aof
Business Ethics by completing the training

program on integrity Matters.

J [
Assignment Completion Summary & saicLoBAL %ﬂ
Summary Report showing an overview of completion data,
h
_ H How the training delivered on key learning objectives
Assignment(s). AML Training Sept 07 - Dubai ; % of Respondents who rated their ability/knowledge/awareness as ‘good’ or ‘excellent’ before and
after training
Completion Summary % J 200%
Not Attempted Started Completed Avg Duration r
15 (83%) 3(17%) 0 (0%) 20 Secs 4
; 150% :
Mot Attemptec B Mot Attempted m
; 0 -
- g 100% 90% 87% 2% u Before Training
48%  87% 55 . W After Trainin
50% 34 67% .
¥ % Improvement
Started 0% 7
7% My ability to recognise My understanding of My awareness of the
Lo ht bribery red flags  CSR's ABC policies & seriousness of bribery

A SR g
procedures for CSR and me

personally




o
€y |
= £ g
mm
23
¥
i
g 2
g5 gw
r@l




